AJIMMHUCTPALIUS PACCKA30BCKOI'O PAMIOHA
MYHULUITAJIBHOE BIOJDKETHOE
OBIIEOBPA3OBATEJIbHOE YYPEX/IEHHE
[NTATOHOBCKAS CPEJIHAS OBILIEOBPA3OBATEJIbHAS HIKOJIA

[ITPUKA?SZ
24.01.2018 c. [ImaToHoBKa Ne 13

OO0 omnpeaeneHuu yrpo3 6€30MacHOCTH

NEPCOHAJIBHBIX JAHHBIX

B cootrBeTcTBHM ¢ yacThio 5 ctatbu 19 denepanpHoro 3akona ot 27.07.2006
Ne 152-®3 «O mnepcoHanbHBIX MaHHBIX», Ha OcHOBaHMM [locTaHOoBIEHUS
aaMuHKcTpanmu Paccka3zoBckoro paiona «O0 onpeaesneHun yrpo3 6€30macHOCTH
NEePCOHAJIBHBIX JAHHBIX, aKTYaJbHbIX MPH 00paboOTKe MepCOHAJbHBIX AAHHBIX B
MH(POPMALIMOHHbIX CHUCTEMax [EPCOHAJIbHBIX JAHHBIX B aJAMUHUCTPALMU
PacckaszoBckoro paiiona TamGoBcko#t 06macTiy, ¢ LEap0 00ecrneyeHus: €IMHOro
NOJAX0Ja K OMNpeAeNeHUI0 yrpo3 0€30MacHOCTH MEpPCOHAIbHBIX JaHHBIX,
[TPUKA3BIBAIO:

1. Onpenenuts yrpo3bl 0€30MaCHOCTH MEPCOHAJIBHBIX JAAHHBIX, aKTyaJlbHbIE
npu 00paboTKe MEePCOHANBHBIX JJaHHBIX B HMH(POPMALMOHHBIX CHCTEMAX
NEPCOHAJIBHBIX JAHHBIX, COTJIACHO MPUII0KEHHUIO.

2. Pazmectuth Hactosimmid npuka3 Ha caiite MBOYVY [lnaronosckoit COILI B
MH(POPMALIMOHHO-TEJIEKOMMYHHUKAMOHHOM ceTn « IHTepHeT».

3. KoHTpOJIb 32 UCTIOJIHEHUEM HACTOALIETO MPUKa3a OCTABIIAIO 3a COOOM.

JlupexTop W‘// M.B. ®unonos



[MTPMJIOXXEHUE
K nnpukaszy ot 24.01.2018 Ne 13

Yrpo3sl
0€3011aCHOCTHU MEePCOHAIBHBIX JaHHBIX, aKTyalbHbIE IPU 00 paboTKe
NEPCOHAJIBHBIX JAHHBIX B MH)OPMALIMOHHBIX CUCTEMAX MEPCOHATBHBIX JAHHBIX
B MbOY IInatonosckoi COII

1. O0wme moJIoKEHUS

1.1. VYrpo3sl 0€30MacHOCTH TMEPCOHANBHBIX JAaHHBIX, AKTyaJlbHbIE MpPHU
00paboTKe MePCOHATBHBIX TaHHBIX B HHHOPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX
nanHeix B MDBOYVY IlnatonoBckoit COII (manee - AKTyallbHbIE YTIPO3BI
6eszomacHoctu UCII/IH), ompeneneHbl B COOTBETCTBUM C 4acThio 5 ctaThbu 19
®epnepanbHoro 3akoHa ot 27.07.2006 Ne 152-®3 «O nepcoHalbHBIX JAHHBIXY,
nocraHoByeHueMm IIpaBurtensctBa Poccuiickoit @eaepannu ot 01.11.2012 Ne 1119
«O0 yTBepxkAeHUM TpeOOBaHUM K 3aIllMTe TEPCOHATBHBIX JaHHBIX MPH HX
o0paboTke B MHGOPMAIMOHHBIX CHCTEMAax MEPCOHAIBHBIX JAHHBIX», MPUKA30M
denepalibHON CITY>KOBI MO TEXHUYECKOMY M JKCIOPTHOMY KOHTPOJIO (I1anee -
OCTOK Poccun) ot 11.02.2013 Ne 17 «O6 yrBepxkaenun TpeboBaHMil 0 3anuTe
uHbOpMallUK, HE COCTABIIAIONIEH TOCYIapCTBEHHYIO TaillHy, cojaepiKalencs B
roCyJapCTBEHHBIX MH(OPMALMOHHBIX cucTeMaxy, npukazoM OCTIK Poccun ot
18.02.2013 Ne 21 «O6 ytBepxknernu CocTaBa v Coiep>KaHUS OPraHU3aIMOHHbBIX U
TEXHUYECKHUX MEP MO 00ecreueHnio 0€30IaCHOCTH MEPCOHATBHBIX JAHHBIX MPU UX
00paboTke B MH(DOPMAIIMOHHBIX CHCTEMaxX IMEPCOHANTBHBIX JaHHBIX», MPUKA30M
denepanbHOl ciyx)0b1 6e3omacHocTH Poccuiickoit denepanuu (manee - OCh
Poccun) ot 10.07.2014 Ne 378 «OO6 ytBepxaeHun CocTtaBa U COJIEpKAHUS
OpraHW3aIlMOHHBIX W TEXHUYECKUX Mep IO 00ecnedeHHI0 Oe30MacHOCTH
MEPCOHANBHBIX JAHHBIX MpU HUX 00paboTKe B HMHGPOPMAIMOHHBIX CHCTEMax
MEPCOHANTBHBIX TAHHBIX C UCIIOJIH30BAHUEM CPEJICTB KPUMITOTPAPUIECKON 3aIIUTHI
nH(pOpManK, HEOOXOIMUMBIX ISl BEITOJTHEHUSI YCTAHOBIIEHHBIX [IpaBuTenbcTBOM
Poccuiickoit denepanuu TpeOOBaHUK K 3alIUTE IEPCOHATBHBIX JaHHBIX JIJIS
Ka)XJIOTO M3 YPOBHEH 3alUIIECHHOCTH», METOAUKON ONpeAciiCHUs] aKTyaJbHbIX
yrpo3 0O€30MacHOCTH TEPCOHANBHBIX JAaHHBIX TMpU HuX 00paboTKe B
WHOOPMANIMOHHBIX ~ CHUCTEMax  TMEPCOHANBHBIX  JAHHBIX,  yTBEPKICHHOU
3amectutesnieM aupekropa DCTIK Poccum 14.02.2008, MeTtoanmdeckumu
PEKOMEHIAIMSMU 110 pa3paboTKe HOPMATHBHBIX MMPABOBBIX AKTOB, OMIPEACIISIONTUX
yrpo3bl 0€30MaCHOCTH MEPCOHATBHBIX JIAHHBIX, AaKTyalibHble MpU 00paboTKe
MEePCOHAJIBHBIX JAaHHBIX B MHPOPMAIUOHHBIX CUCTEMAaX MEPCOHAJIbHBIX TAHHBIX,
AKCIUIyaTUPYEMBIX MPU OCYLIECTBIEHUHN COOTBETCTBYIOIIUX BUIOB ICSITEIbHOCTH,
yTBEpKAEHHBIMH pyKoBoACTBOM &-ro llentpa ®Cb Poccum ot 31.03.2015
Ne149/7/2/6-432, bazoBoil MoAeNbIO YTPO3 OE30MACHOCTH MEPCOHATBHBIX JAHHBIX
npu ux o00paboTke B HHPOPMALMOHHBIX CHUCTEMAaX MEPCOHAIBHBIX JaHHBIX,



yTBepxkaeHHOH 3amectuTeneM qupekropa PCTOK Poccun 15.02.2008, n bankom
JAHHBIX Yrpo3 0e30macHoCTH HHGPOpPMAIUU, pa3MEIIeHHbBIM Ha OQUIMaTbHOM
caiite ®CTOK Poccuu (http://bdu.fstec.ru).

1.2. AxtyanbHbie yrpo3bl Oe3omacHoctu HMCII[IH conmepxaT mnepedeHb
aKTyaJbHBIX YIpo3 0€30MaCHOCTH MEPCOHANBHBIX JAHHBIX MPHU UX 00pabOTKEe B
MH(OPMALIMOHHBIX CUCTEMAaX MEPCOHANBHBIX AaHHbIX (nanee - UCII[In) 8 MBOY
[Inatonosckon COI.

1.3. AxrtyanbHbie yrpo3bl 6e3onacHoctd UCII/IH mosiexxar amantanuu B
xone paszpabotku MBOY Ilnaronosckoit COUI wyacTHbIX Mozenei yrpos
0€301aCHOCTU MEePCOHAIBHBIX JAHHBIX ISl KOKJI0W MHPOPMAIMOHHON CHCTEMBI
(manee - C).

1.4. Tlpm pa3paboTke 4YaCTHBIX Mojeleld yrpo3 0€30MacHOCTH
NEPCOHANBHBIX JAHHBIX MPOBOAMUTCS AaHAIU3 CTPYKTYPHO-(QYHKIMOHAIBHBIX
xapakrepuctuk MC, »skcrmyatupyemoid npu  ocymectBieHun ~ MBOY
[TnatonoBckoit COII QyHKIMN U MOJHOMOUYUM, a TaKKe MPUMEHSIEMBIX B HEMH
MH(POPMALIMOHHBIX TEXHOJIOTMH U 0COOEHHOCTEN ee (DYHKIIMOHUPOBAHUSA, B TOM
YHCJIe C UCTOJIb30BaHUeM baHka JaHHBIX yrpo3 0€301macHOCTH HH(pOopMaIui.

1.5. B wacTtHO#l Mopenu yrpo3 0€30MacHOCTH MEPCOHAJBHBIX JaHHBIX
YKa3bIBAIOTCS:

ornucanue UCII/IH u ee CTpyKTypHO-QYHKIIMOHATBHBIX XapaKTEPUCTHK;

olmMcaHue yrpo3 0e30MacHOCTH TEPCOHAIBHBIX JAaHHBIX C YYETOM
COBOKYITHOCTH MPEATIONIONKEHUN 0 crioco0ax, MOATOTOBKE U IPOBEICHUU aTak;

ommucaHue BO3MOXHBIX ys3Bumocteit MC, cnoco0oB peanuzanuu yrpos
O6e3zonmacHoCTH HHGOpPMAIMK H  TOCJIEACTBUUA HapyuieHUd Oe30macHOCTH
uH)OpMAITHH.

1.6. OoObexramu wuHbpopmaTuzanmu B MBOVY Ilnatonosckoir COIII
BbicTynaoT VC, uMermmne CXo0IHyI0 CTPYKTYPY U OAHOTOYEYHOE MOIKIIOUYECHUE K
CeTsIM OOIIETO MOJB30BaHUs U (WIK) MHPOPMAIIMOHHO-TEICKOMMYHUKAIMOHHOMN
cetu «MurtepHer» (mamee - cerb «VHTepHET») uepe3  BBLACIECHHYIO
UHPPACTPYKTYPY - MEXKBEIOMCTBEHHYIO CETh Iepelaud JaHHBIX TamMO0OBCKOM
o0nacTy.

1.7. B 3aBHCHMOCTH OT KOHKpeTHOTO 00BhekTa napopmaruzanuun UC MBOY
[TnatonoBckoit COUI nensdrcs Ha 1Ba BUAA:

nokanbHasg VC, paboune mecta 1 0a3bl JaHHBIX KOTOPOW PacHoSIOKEHBI B
Ipeaesiax OAHOro 3/1aHHus;

pactpeaenennas MC, paboune mMecta KOTOPOM pacnoJIOkKEHbI B Mpeaeaax
OJIHOTO 37aHus, a 0a3bl JaHHBIX XpaHATCS U oOpabatbiBatoTcsi B LleHTpe
00pabOTKH JaHHBIX aIMUHUCTPAIIMHN 00JIACTH.

1.8. ba3pl gaHHBIX WHPOpMAIMH, C HCHOJH30BAHHMEM  KOTOPBIX
OCYILIECTBIIAKOTCA C€OOp, 3amuCh, CUCTEMAaTH3alMsd, HAKOIUICHUE, XpaHEHHUe,
yTouHeHue (OOHOBIEHHE, W3MEHEHHUE) TEPCOHAJIBHBIX JAaHHBIX TpaxaaH
Poccuiickoit @enepanun, HaxoaATcsl Ha Tepputopuun Poccuiickoit @enepanuu.

1.9. BBox mepcoHampHbIX JaHHBIX B MC wm BeBoa manHbix u3 HC
OCYILIECTBJIAIOTCA C HCIOJIb30BAaHUEM OYyMaXXKHbIX U 3JIEKTPOHHBIX HOCUTEIEH



nH(popMmanuu. B kauecTBe 3MeKTPOHHBIX HOCUTENEH NH(OPMALUHA UCIIOJIb3YIOTCS
YUTEHHBbIE CHEMHBIE HOCHTEIH HHPOpMAIMU W ONTHYecKHe Iucku. JlocTym K
UCII[IH orpaHuYeH mMepedyHeM pPaOOTHUKOB OpraHU3alMil, SBISIOIIMXCS
BrnagensueM MC.

1.10. Ilepegaua nepcOHANbHBIX JAHHBIX B JpYyrue OpraHU3allMd U B
TEPPUTOPHUAIIbHBIE OpraHbl (eepaibHbIX OPTaHOB HCHOJHHUTEIHHOW BIACTH IO
ceTssM oOuero mnosib3oBaHus U (wnu) cetu «HHTEpHET» OCyLIEeCTBIAETCS C
UCIIOIB30BaHUEM CEPTUDUIUPOBAHHBIX IMHPPOBANIBHBIX (KpUOTOrpadhUUECKUX )
cpeacts 3amuThl uHGopmanuu (ganee - CK3U).

1.11. Kourponupyemoii 30H0i1 IC siBnsiercst 3nanus MBOY IlnatonoBckoi
COUI u oTnenbHble IOMeNIeHUs. B npenenax KOHTPOIUPYEMOM 30HBI HAXOAATCA
paboure MecTa MOJIb30BaTeJIeH, CEpPBEPhl, CETEBOE M TEJIEKOMMYHUKAIIMOHHOE
obopynoBanne MC. BHe KOHTpOIUPYeMOWl 30HBI HAXOJATCA JIMHUM NEpeaadu
JAHHBIX W  TEJIEKOMMYHHUKAIlMOHHOE OO0OpYJOBaHHME, HCIOJIb3yeMOe IS
MH(POPMALIMOHHOTO OOMEHa IO CeTsAM OOIero MoJb30BaHUS U (WJIH) CEeTH
«HTEpHETY.

1.12. B 3gannax MBOY Ilnaronosckoi COILI:

JIOJI’KEH OBITh OpPraHW30BaH MPOIMYCKHON PEXUM;

JOJIPKHO OBITh MCKIIIOYEHO HEKOHTPOJIMPYEMOe MpeObIBaHUE MOCTOPOHHUX
JUI] W HEKOHTPOJIMpPYEMOE IepeMellleHHe (BBIHOC 3a Mpeenbl 37aHHs)
KOMIIBIOTEPOB U OPTTEXHUKH;

IOMEIIEHUsI CO CPEICTBAMHU BBIUUCIUTEIBHOW TEXHUKH JIOJDKHBI OBITH
000pyA0BaHBI 3aMUPAIOIIUMHUCS BEPSMH;

JOTOJIHUTENIBHO MOET OBITh OpraHHW30BaHO BHJIEOHAOJIIOJEHHE B
KOPHJI0Opax, BECTUOIONAX U XOJUIaX.

1.13. 3amura nepcoHanbHbIX HaHHBIX B IC MBOY ITnatonosckoi COILL u
CeTsX OOLIero MOJIb30BaHUS, MOAKIOYaeMblx K cetu  «MHTepHeT»,
obecrieurnBaeTCs CpeJCTBAMU 3aIIUTHl HHPOPMAITUH.

2. XapaKTepuCTUKHN 0€30TaCHOCTH WH()OPMAIIMOHHBIX CUCTEM
MIEPCOHANBHBIX JAHHBIX

2.1. OCHOBHBIMH CBOKCTBAMH 0€30ITaCHOCTH MH(POPMAIIHH SBIISTIOTCS:

KOH(MDHUICHITNATBLHOCTH - 00s13aTeNIbHOE 151 COOIOICHHS OTIEPaTOPOM WITH

WHBIM TOJYYHUBIINM JOCTYM K MEPCOHATBHBIM JaHHBIM JIUIIOM TpeOOBaHHE
HE JOMYyCKaTh WX pPAacHpoOCTpaHeHHs 0e3 corjacus CyObeKTa MEepPCOHATBHBIX
JAHHBIX WY HAJTWYUSI MHOTO 3aKOHHOT'O OCHOBAHUS;

IIEJIOCTHOCTH - COCTOSTHUE 3alIMIIEHHOCTH WH()OPMALINH, XapaKTepU3yeMoe
cnocoOHocThio UC obecrneunBaTh COXPaHHOCTh W HEM3MEHHOCTh MH(POpPMAIUH
MpU TIOMBITKAX HECAHKIIMOHUPOBAHHBIX BO3JCHCTBUA Ha HEEe B TIpoIecce
00pa0OTKHU WU XpPaHEHHUS;

JOCTYITHOCTH - COCTOSTHUE HH(POPMAITUH, TP KOTOPOM CYOBEKTHI, UMEIOIITHE
mpaBa JOCTYTa, MOTYT Peain30BaTh UX OCCIPENITCTBEHHO.

2.2. Tloxg akTyadbHBIMH yrpo3amMu O€30MaCHOCTH TEPCOHANBHBIX JTaHHBIX



MMOHUMAETCS COBOKYMHOCTh YCJIOBUU U (PAKTOPOB, CO3JAIONIUX AaKTYalbHYIO
ONACHOCTh HECAaHKIHUOHUPOBAHHOIO, B TOM YMCJIE€ CIY4alHOTO, JOCTyIa K
MEePCOHAJIBHBIM JIaHHBIM TIpU X 00padoTke B VIC, pe3ynbTaToM KOTOPOTO MOTYT
CTaTh YHUUTOXEHHE, U3MEHEHUE, OJIOKUPOBaHUE, KOMMPOBAHUE, IPEIOCTABICHUE,
pacIpoCTpaHEHUE TMEPCOHANBHBIX JAaHHBIX, a4 TAaKX€ WHBIE HENPABOMEpPHBIC
JICUCTBUSL.

2.3. B 3aBUCMMOCTH OT cocTaBa 00pabaThIBAEMbIX MEPCOHATBHBIX TAHHBIX U
TUIA aKTyaJIbHBIX YIPO3 HEOOXOJAUMBIH YPOBEHb 3aIMIIECHHOCTU MEPCOHATBHBIX
nanHbix 1 kaxaon MUCIIIH onpeaensieTcs MHAUBUYAJIbHO.

3. Ilpumenenue cpeAcTB KpunTorpadhuueckoil 3auuThl HHGOPMAIIUU B
UH(OPMALIMOHHBIX CUCTEMAX NEPCOHAIBHBIX JAHHBIX

3.1. AxryansHocTh npuMenenust B UCII[In B MBOY [lnatonosckoit COII
CK3MU omnpenensiercss HEOOXOAUMOCTBIO 3aIIUThI IEPCOHANIBHBIX JAaHHBIX, B TOM
quciae mpu MHOOPMAITMOHHOM OOMEHE IO CeTSIM CBS3HM OOIIEro MOoJIb30BaHUS U
(wm) cetu «IHTEpHETY.

3.2. CK3U npenHazHayeHbl IS 3alUThl MHPOPMAIIMU OT JEUCTBUMA CO
CTOPOHBI JIUII, HE UMEIOITUX MPABO JIOCTYIA K 3TO UHGOpMAIIUH.

3.3. IIpuHATHIMH OpraHU3aIMOHHO-TEXHHUYECKUMHU MepamMu B MBOVY
[InaToHOBCKOM coul JOJ>KHA OBITH UCKJIIOUEHA BO3MOHOCTb
HECAHKIIMOHUPOBAHHOTO JOCTyNa IOTEHIMAJIbHOTO HApYLIUTENS K KIKOYEBOM
undopmaruu CK3U.

3.4. Tlpu osxcrmyatamuun CK3UW  pomxubl  coOmiogatbess TpeOOBaHUS
AKCIUTyaTallMOHHO-TeXHUYecKoi nmokymeHTanmu Ha CK3UWM u TtpeboBanus
JEHUCTBYIOIIMX HOPMATHBHBIX TIPABOBBIX AaKTOB B OONAacTH peanu3aluud |
skcrutyaranuu CK3U.

3.5. Jlna obecrieueHnss 0€30MaCHOCTH TEPCOHAIBHBIX JAaHHBIX TPU HX
oopaborke B UCII[An wucnons3ytorcss CK3W, npomenmue B yCTaHOBIEHHOM
MOPSKE TPOUEAYPY OLIEHKH COOTBETCTBUS.

3.6. O6bextamu 3amutel B UCIT/IH sBisttoTes:

NEPCOHAJIbHBIC IAHHBIE;

CpelCcTBa KPUMITOTPAPUUECKON 3aIIUThl HHPOPMAITUH;

cpena pyukuunonupoBanus CK3U (manee - CO);

nH(GOpMaIHs, OTHOCSINASCS K KpUNTOrpadUIeCKOM 3aIUTe TePCOHATBHBIX
JAHHBIX, BKIIOYas  KIIOYEBYIO, TMapOIbHYI0O H  ayTCHTU(QUIIMPYIOIIYIO
unpopmanmio CK3U;

HOCHUTENH 3amuiiaeMor wHpopmaruu, ucnoiabdyembie B UC B mporecce
KpUNTOrpauuecKol 3alllUThl MEPCOHAIBHBIX JaHHBIX, HOCUTEIU KIIKOUYEBOM,
napoiapHoi u ayreHTuduupyromet nupopmannn CK3U u nopsaok nocryma K
HUM;

UCMOJIb3yeMble HMH(OPMAIMOHHOW CHUCTEMOW KaHallbl (JIMHUHM) CBSI3H,
BKJIIOYasi KaOeJIbHbIE CUCTEMBI;

MOMEILIEHUS, B KOTOPBIX HaxonasTcsa pecypcebl UC, uMmeronie oTHOIIEHUE K



KpUNTOTPadUUECKON 3aITUTE IEPCOHANBHBIX JaHHBIX.
3.7. Peamuzaumst yrpo3  0€30MaCHOCTH  MEPCOHAIBHBIX

JTaHHBIX,

oOpabateiBaeMbix B UCII/IH, onpenenseTcss BO3MOXKHOCTSIMUA UCTOYHUKOB aTak.
Ha ocHOBaHMU MCXOIHBIX JaHHBIX 00 OOBEKTax 3alIUThl U MCTOYHHMKAX aTaK B
tabmuue 1 npua MBOY  Ilnatonosckoit COIIl  ompeaeneHbl 0000IIEHHBIC

BO3MOXHOCTH HCTOYHHUKOB aTak.

MOJATOTOBKY M TPOBEICHHE aTak B TMpelesax KOHTPOJUPYEMOW 30HBI, HO 0e3
(¢u3uyeckoro AocTyna K anmapaTHeiM cpenctBam (manee - AC), HA KOTOPBIX
peanmuzoBanbl CK3U u cpena ux GyHKIMOHUPOBAHUS

Tabnuna 1
0O06006111eHHBIE BO3MOKHOCTH HCTOYHUKOB aTakK JHa/Het
1 2
1. BO3MOXHOCTh CaMOCTOSITEIBHO OCYIIECTBIATh CO3JaHHE CIIOCOOOB arak, Ha
MOATOTOBKY W IMPOBEJICHUE aTaK TOJIBKO 3a MpeJieIaMi KOHTPOIHUPYEMOH 30HBI
2. BO3MOXHOCTh CaMOCTOSTEIBLHO OCYIIECTBIISATH CO3JIaHWE CIOCOOOB aTak, Ha

3. Bo03MOXHOCTB C€aMOCTOSTENBHO OCYIIECTBIATh CO3/JaHHE CHOCOOOB aTak,
MOATOTOBKY U MPOBEJCHUE aTakK B Mpeesiax KOHTPOIUPYEMOIl 30HBI ¢ (PHU3HUECKUM
noctynoM K AC, Ha kotopbix peann3zoBanbl CK3U u cpena nx pyHKIMOHUpPOBaHUS

Her

4. BO3MOXHOCTb MNpPHUBJIEKATh CHEIHAINCTOB, HMEIOLIUX OMBIT pa3paloTKu H
anamm3a CK3U (Bkirouas CIieruaarcToB B 00JIACTH aHAM3a CUTHAJIOB JIMHEHHOM
nepelayd ¥ CUTHAJIOB TMOOOYHOTO DSJIEKTPOMArHUTHOTO H3JIYYEHUs] W HaBOJOK
CK3M)

Her

5. B0O3MOXXHOCTh TPHUBIEKATh CHEIUATHUCTOB, WMEIOIIMX OMBIT pPa3pabOTKU H
anamuza CK3M (Bkirouas CHenWaIMCTOB B 00OJAcCTH HMCHOJIB30BAHUS IS
peanu3anuu  aTaKk  HEJOKYMEHTUPOBAHHBIX  BO3MOXKHOCTEH  MPHUKIAJIHOTO
MPOTPAMMHOTO 00eCTICUEHUS)

Hert

6. B0O3MOXHOCTh MPHBIEKATHh CIEIHATMCTOB, HUMEKIINX OMNBIT pPa3pabOTKu H
anamuza CK3U (Bximodas crnenuaaucToB B 0O0JacCTH  HMCIOJIB30BAHHS  JUIS
peanu3aluu  aTaKk HEJIOKYMEHTHPOBAHHBIX BO3MOXHOCTEH ammapaTHOTO |
MIPOTPaMMHOTO KOMIOHEHTOB cpebl pyHkunonupoanuss CK3N)

Hert

3.8. B coorBeTcTBHH ¢ 000OIIEHHBIMH BO3MOXHOCTIMH MCTOYHHUKOB aTak

(tabmuma 1) ompeneneHbl JIBE€ aKTyajdbHble YTOYHEHHBIE BO3M

OXXHOCTH

HapylIuTeNe U HampaBleHHs aTaK (COOTBETCTBYIOLIHUE AKTYaJbHbIE YIPO3bI IS

NC) (tabnuna 2).

Ta0muna 2
YTOYHEHHBIE BO3MOKHOCTH AKTyaJIbHOCTb O6ocHOBaHME OTCYTCTBHS
Hapymuresnaen u UCTIOJIb30BaHU
HaIpaBJICHUS (mpuMeHeHust) uis
aTak (COOTBETCTBYIOIINE HOCTPOEHUS U
aKTyaJIbHbIE YTPO3bl) peaiuzanuu aTak
1 2 3
1. IIpoBeneHue araku npu HeakrtyansHo [TpoBoasaTcs paboTHI O MOAGOPY
HaXO0KJIEHUH B Tpezenax nepcoHana; npeacTaBuTeNn
KOHTPOJIUPYEMOI 30HBI TEXHUYECKUX, 00CTYKUBAIOIIHNX U
JPYTHUX BCIIOMOTATENbHBIX CIYXKO MpH
paboTe B moMeneHns X (CToiKax), rie




3

pacnonoxensl CK3U, u cotpyaHuku,
HE SIBJISIIOLIMECS MOJIb30BATEIAMHU
CK3MU, HaxomaTcst B 3TUX NOMEIIECHUAX
TOJIBKO B MPUCYTCTBUHU COTPYAHUKOB
0 IKCIUTyaTalllH;

COTPYIHUKH, SBIISIIOLINECS
noas3oBarensamu UCII/H, HO He
sBIIsIIOIIMecs noJib3oBarenamu CK3U,
pOUH()OPMHUPOBAHBI O MPABUIIAX
pa6oter B UCII/IH 1 OTBETCTBEHHOCTH
3a HECOOII0ACHUE TTPABUII
obecrieueHus: 6€30MaCHOCTH
uHpopmaruu; nosup3oatenu CK3U
porH(GOPMUPOBAHBI O TIPABUIIAX
pa6otsr B UCII/IH, nmpaBunax paboThl C
CK3H u 0TBETCTBEHHOCTH 3a
HecoOITI0/IeHNE TTPaBHII 00ECTICUCHUS
6e3omacHOCTH UH(QOpPMaLUK;
MTOMEIIEHUsI, B KOTOPBIX
pacnosaratorcst CK3U, ocHaiensl
BXOJHBIMH JABEPHMU C HA/IC)KHBIMH
3aMKaMH, 00ecreuyeHo MOCTOSIHHOE
3aKpbITUE ABEPE MOMEILIEHUI Ha
3aMOK, U UX OTKpBITHE
OCYIIECTBIISETCS TOJIBKO IS
CaHKLIMOHUPOBAHHOTO MPOX0/1a;
YTBEP3KJICHBI IIPaBUIIa JOCTyIa B
MOMEIIECHUSI, TJ€ PacloyaraloTcs
CK3WU, B pabouee u HEpabouee Bpems,
a TaKXe B HEIITATHBIX CUTYALUSX;
YTBEPIKJIEH MepeUYeHb JIULI, UMEIOIINUX
MPaBo JIOCTYIa B IOMELIEHUS, T/Ie
pacnionaratorcst CK3U;
OCYIIECTBIISIETCS pa3rpaHUYCHUE U
KOHTPOJIb JOCTYyIa MOJIb30BaTeNel K
3alUIIAeMbIM pecypcam;
OCYIIECTBIISICTCSl PETUCTPAIUS U yUeT
JIeiicTBuM mojip3oBartenei ¢ I1J1H;
OCYILIECTBIISIETCS KOHTPOJIb
LEJIOCTHOCTH CPEACTB 3alllUThl; HA
APM u cepBepax, Ha KOTOPBIX
ycra"osiieHsl CK3H, ncnons3yrores
ceprudunmpoBanusie C3U ot
HECAaHKIIMOHUPOBAHHOTO JOCTYIa
(manee - HCJI);

UCTIOJIb3YIOTCS CEPTUPUITMPOBAHHBIE
CpPEACTBA AaHTUBUPYCHOM 3aILUTHI

2. [IpoBeneHue aTak Ha dTare
skcrnyaranuu CK3UM Ha
clenyronue 0OObeKTHI:
nokymenTtanuio Ha CK3U u

HeaxryansHo

[TpoBoasaTcs paboTHI O MOAGOPY
NIEPCOHANA;

nokymentanus Ha CK3U xpanurcs y
otBeTcTBeHHOTrO0 32 CK3U B
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KoMnoHeHThsI CD;
MTOMEINICHHUS, B KOTOPBIX
HAaXOJIUTCSI COBOKYITHOCTb
MPOTPaAMMHBIX U
TEXHUYECKUX JIEMECHTOB
cucTeM 00pabOTKH JTaHHBIX,
CIOCOOHBIX
(YHKIIMOHUPOBATH
CaMOCTOSTEIILHO WU B
COCTaBe CpPEJICTB
BBIYHCIIUTEIHLHON TEXHUKHU
(nanee - CBT) u CO

MeTaJNTn4ecKoM cerde;

MOMEIIICHHUSI, B KOTOPBIX
pacroiararoTcs JOKyMEHTAIUs Ha
CK3H, CK3U u xomnoneHTsl CO,
OCHAIIIEHBI BXOTHBIMH JIBEPHMHU C
HaJIe’)KHBIMH 3aMKaMH, 00ecIedeHo
IIOCTOSIHHOE 3aKpBITHE ABEpEn
MOMEIICHUN Ha 3aMOK, il KX OTKPBITHE
OCYIIECTBIISIETCS TOJIBKO IS
CaHKIIMOHUPOBAHHOTO TIPOXO/Ia;
YTBEPIKJICH NIEPEUYCHb JIUII, UMEIOIINX
MIPABO JIOCTYIIA B IIOMENICHUS

3. [Toryuenue B pamkax
MPEI0CTaBIEHHBIX
MOJIHOMOYHH, a TAKXKE B
pe3yabTare HaOII0IeHU I
cnenyrorieit nHpopManuu:
CBeJIeHUH 0 (Ppu3ndecKux
Mepax 3aluThl 00bEKTOB, B
KOTOPBIX Pa3MEIICHBI
pecypchbl HHOPMALIMOHHOMN
CUCTEMBI;

CBEJICHUI O Mepax 1o
o0ecreyeHu o
KOHTPOJIMPYEMOM 30HBI
00BEKTOB, B KOTOPHIX
pa3MelleHbl pecypchl
UH(OPMAIIMOHHON CUCTEMBI;
CBEJICHUI 0 Mepax 1o
pas3rpaHUYeHUIO JOCTYyIa B
MTOMEIICHHUS], B KOTOPBIX
Haxonarcsi CBT, Ha KOTOpBIX
peanuzoBanbl CK3U u CO

AKTyaJabHO

4. Vicnionib30BaHueE ITATHBIX
cpencts UCII/H,
OrpaHUYEHHOE MEepaMH,
peann30BaHHBIMU B
nH(POPMAIIMOHHOM cucTeme,
B KOTOPOM HCIIONB3YETCS
CK3MU, u HanpaBIEHHBIMU Ha
IIPEAOTBPALICHUE U
IIpECEUEHUE
HECAaHKIIMOHUPOBAHHBIX
JNEUCTBUI

AKTyaJbHO

5. Ou3HUeCKHil TOCTYM K
CBT, Ha KOoTOpBIX
peanuzoBanbl CK3U u CO

HeaxryansHo

[TpoBoasaTcs paboTHI O MOAGOPY
NIEPCOHANA;

MOMEILIEHHUS], B KOTOPBIX
pacnonaratorcsa CBT, Ha KOTOpBIX
pacnionaratorcst CK3U u CO,
OCHAILIEHbI BXOHBIMH JIBEPbMH C
3aMKaMH, 00€CIIeYrBaeTCsl IOCTOSHHOE
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3aKpbITHE JBEpPEH TIOMEIECHUI Ha
3aMOK U UX OTKPBITUE TOJIBKO IS
CaHKIIMOHUPOBAHHOI'O IIPOXOJa

6. Bo3mMoxxHOCTB HeaxrtyansHo [TpoBomsaTCst pabOTHI IO TOAOOPY
BO3JICHCTBOBATh Ha IepCcoHAJA;
anmapaTHble KOMIIOHEHTBI MOMEUICHHUSI, B KOTOPBIX
CK3U u C®D, orpanuyeHHas pacnosaratorcst CK3U u CO,
MepaMH, peaJTu30BaHHBIMU B OCHAIICHBI BXOJIHBIMU JIBEPEMHU C
nH(POPMAITMOHHOH crucTeMe, 3aMKaMu, 00€cIIeunBaeTCs MOCTOSTHHOE
B KOTOPOM HCIIOJIB3yETCs 3aKpBITHE JBEpEN MOMEIIECHUI Ha
CK3WU, u HanpaBJIeHHBIMH Ha 3aMOK ¥ MX OTKPBITHE TOJIBKO IS
MpeOTBpAICHUE U CaHKIIMOHHPOBAHHOTO MPOX0/a;
IpecevyeHne NPEICTAaBUTENN TEXHUIECKHX,
HECAHKIIMOHUPOBAHHBIX 00CITYKMBAIOIINX U IPYTHX
NeHCTBUMN BCIIOMOTATEIbHBIX CIIYKO TIpu padoTe
B IMIOMEIICHUX (CTOMKAX), T1Ie
pacnoJioxkensl koMnoHeHTsl CK3U u
C®, 1 cOTpyAHUKH, HE ABISIOIINECS
nosb3oBareasiMu CK3UW, naxoasTcs B
ATHX OMEUICHHUSIX TOJIBKO B
NPUCYTCTBHU COTPYTHUKOB TIO
JKCILTyaTaluu
7. Co3nmanue cioco0oB, HeaxrtyansHo He ocymecTBasiercs oopadboTka

MOJrOTOBKA U MIPOBEICHUE
aTak C MPHUBJICYCHUEM
CHELMAJIMCTOB B 00JIaCTH
aHaJ13a CUrHaJIOB,
COTIPOBOKTAFOIITHX
¢dbyukauonupoBanue CK3U u
CO, u B oOactu
HCIIOJIb30BaHUS IS
peanu3zanuu arak HJIB
npukiagHoro 10O

CBEICHHUH, COCTABIISFOIINX
rOCyJapCTBEHHYIO TallHY, a TAaKXe
WHBIX CBEJICHHI, KOTOPbIE MOTYT
MPEJICTaBIATh UHTEPEC IS
peanu3anu BO3MOKHOCTH;

BBICOKAsI CTOMMOCTh U CJIOKHOCTD
MOJIrOTOBKHU peaan3aluu
BO3MOYHOCTH; IPOBOAATCS PabOTHI 11O
noJ00py NMepcoHania;

MOMEIIEHUSI, B KOTOPBIX
pacnionaratorcst CK3U u CO,
OCHAIILIEHbl BXOJHBIMU JIBEPbMHU C
3aMKaMH, 00eCIIeYuBaeTCsa MOCTOSIHHOE
3aKpBITHUE JBEPEN MOMEIIEHUN Ha
3aMOK M UX OTKPBITHE TOJIBKO IJIs
CaHKIIMOHUPOBAHHOT'O MPOX0/a;
MPEACTABUTENIN TEXHUYECKUX,
00CTY)KUBAIOIINX U JIPYTHX
BCIIOMOTATEIBHBIX CYKO mpu padoTe
B MTOMENICHUSIX (CTOMKaXx), re
pacnonoxensl kKomnoHeHTsl CK3U u
C®, u cOTpyAHUKH, HE SBISIOMINECS
nons3oBareasmMu CK3U, HaxonsaTcs B
STHUX IMOMEIICHUSX TOJILKO B
MPUCYTCTBUM COTPYAHUKOB IO
AKCILTYaTalNH;

OCYILECTBIISIETCS pa3rpaHUYCHHE U
KOHTPOJIb JOCTYIIA MOJb30BaTeNeH K
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3alIUIIaeMBbIM PECypCam;
OCYILIECTBIISETCS PErUCTPAIs U yUeT
JEUCTBHUH ITOIB30BaTEIICH;
Ha APM u cepBepax, Ha KOTOpPBIX
ycra"osisieHbl CK3U: ucnonb3yrores
ceprudunmposanusie C3U ot HC/I;
UCTIOJIB3YIOTCS CEPTUPUIIPOBAHHBIC
CPEACTBA AaHTUBUPYCHOM 3aIUATHI

8. [IpoBencHme HeakryanpHo He ocymectBnsiercs 00padboTka

1ab0pPaTOPHBIX CBEJICHUH, COCTaBIISIOMINX

uccnenoBanuit CK3U, roCyJapCTBEHHYIO TailHy, a TaKKe

UCTIOJIb3YEMBIX BHE WHBIX CBEJICHUH, KOTOPBIE MOTYT

KOHTPOJIUPYEMOH1 30HHI, NPEJCTABIATh HHTEPEC IS

OTPaHUYCHHOE MEpaMH, peanm3anuy BO3MOKHOCTH;

pearn30BaHHBIMU B BBICOKAasi CTOMMOCTh M CJIOKHOCTB

WHPOPMAITMOHHOH crucTeMe, MOJITOTOBKU pean3aIiui

B KOTOPOH UCIIOITB3YETCSI BO3MOYKHOCTH

CK3MU, u HanpaBJICHHBIMU Ha

MpeOTBpaIICHHE U

npeceyeHne

HECAHKIIMOHUPOBAHHBIX

NeUCTBUN

9. IlpoBenenue pabdbot 1Mo HeaxrtyansHo He ocymecTBasiercs oopadboTka

CO3/IaHUIO CIIOCOOOB U CBEJCHUH, COCTABIIAIOLINX

CPE/CTB aTak B HAY4HO- roCy/1apCTBEHHYIO TailHy, a TaKxKe

HCCIIEJOBATEIBCKUX UHBIX CBEJIEHUH, KOTOPbIE MOT'YT

LIEHTpax, IPEJCTaBJIATh HHTEPEC AJIs

CHEeLMATM3UPYIOLINXCS B peanu3anuy BO3MOKHOCTH;

oOmnactu pa3paboTKu U BBICOKasi CTOMMOCTb U CJIOKHOCTb

anamm3a CK3U u CO, B Tom MOJIrOTOBKHU peaan3aluu

YHCIIe C UCIIOJIb30BAHUEM BO3MO>KHOCTH

HCXOJHBIX TEKCTOB

Bxopgsamiero B CO

npukiagHoro I10,

HEINOCPEACTBEHHO

UCIOJIb3YIOIIETO BBI30BbI

IPOrpaMMHBIX (YHKIMH

CK3H1

10. Coznianue croco6os, HeakryansHO He ocymiectBisiercs 06paboTka

MOJATrOTOBKA U MPOBEICHUE
aTak C MPUBJICYECHUEM
CHEIUATNCTOB B 00JaCTH
WCIIOJIB30BaHUs s
peanm3auuu arak HJIB
cuctemHoro I[10

CBEJICHUH, COCTaBIISAIOMINX
roCy/IapCTBEHHYIO TailHy, a TaKxke
UHBIX CBEJIEHUH, KOTOPbIE MOT'YT
NpPECTaBIATh HHTEPEC AJIS
peanu3aluy BO3MOKHOCTH;
BBICOKasi CTOMMOCTh M CJIO’KHOCTb
HOJrOTOBKU peaTn3aluu
BO3MO>KHOCTH; TPOBOIATCS pabOTHI 1O
noxoopy nepcoHana;

MOMEUICHHUSI, B KOTOPBIX
pacnionaratorcst CK3U u CO,
OCHAIIICHbI BXOJHBIMU JIBEPEMHU C
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3aMKaMH, 00€CIIeYrBaeTCsl IOCTOSHHOE
3aKpbITHE JBEpPEH IOMEIECHUI Ha
3aMOK U UX OTKPBITUE TOJIBKO IS
CaHKLIMOHUPOBAHHOTO IIPOX0/1a;
IIPEICTAaBUTENN TEXHUYECKHX,
00CIy)KUBAIOIIMUX U IPYTUX
BCIIOMOTATEIBHBIX CITYKO mpu padote
B IMOMEIIECHUX (CTOMKAX), T1ie
pacnonoxxensl komnoneHTsl CK3U u
C®, u cOTpyIHUKH, HE SABJISIOLIUECS
noJsp3oBarenamu CK3U, naxonsarcs B
ATUX MOMEIICHUSIX TOJIBKO B
MPUCYTCTBUH COTPYIHUKOB IO
AKCILTyaTallH;

OCYIIECTBIISIETCS pa3rpaHUYEHUuE U
KOHTPOJIb JJOCTYyIa MOJIb30BaTeNel K
3alUIIaeMbIM pecypcam;
OCYIIECTBIISIETCS PETUCTPALUS U yUeT
NEeUCTBUH ITOIb30BaTEIIEH;

Ha APM u cepBepax, Ha KOTOPBIX
yctanoBieHsl CK3U, ncnone3yrores
ceptudumupoanusie C3U ot HC/J;
UCIIOJIB3YIOTCS CEPTUPUIUPOBAHHbBIE
CpPEACTBA AaHTUBUPYCHOM 3aIUTHI

11. Bo3MoKHOCTB
pacriojaraTh CBEJICHUSIMH,
COJICp)KAIIUMHUCS B
KOHCTPYKTOPCKOH
JOKYMEHTAIIMH Ha
ammapaTrHbIe U TPOTPaMMHbBIC
KoMItoHeHTEl CD

HeaktyansHo

He ocymecTBasiercst oopadboTka
CBEICHHUU, COCTABIISIOIINX
roCyJapCTBEHHYIO TailHy, a TakkKe
MHBIX CBEJICHUHN, KOTOPbIE MOTYT
MPEICTaBIATh UHTEPEC IJIf
pean3ani BO3MOKHOCTU

12. Bo3MOXHOCTb
BO3JIECTBOBATH HA JIIO0bBIE
koMmmioHeHTsl CK3U u CO

HeaktyansHo

He ocymecTBasiercs o6padboTka
CBEJICHUM, COCTaBIISIONINX
rOCY/IapCTBEHHYIO TaiHy, a TAKXKe
UHBIX CBEJICHUH, KOTOPBIE MOT'YT
NPEJCTABJIATh HHTEPEC IS
peasm3anuu BO3MOKHOCTH

4. OnpeneneHne akTyadbHBIX YIpo3 0€30MacCHOCTH MEPCOHAIBHBIX JaHHBIX B
WH(GOPMAIIMOHHBIX CHCTEMAaX MEPCOHAIBHBIX JAHHBIX

4.1. Ha ocHOBE IPOBEISHHOT0 aHA/IM3a 0aHKa JAaHHBIX YIrpo3 0€30IMacHOCTH
uapopmarmu  (Www.bdu.fstec.ru) ¢ yuéroM CTPYKTYpHO-(YHKIIMOHATHHBIX
xapaktepucTuk TunoBbix MC, a Takke NpUMEHAEMBbIX B HUX UH(GOPMALIMOHHBIX
TeXHOJOTUN U ocobenHoctel pynkunonuponanus, B UC MBOVY IlnaTonoBckoi
COILL moryT ObITh aKTyalbHbI cleaytomue yrpo3sl 6ezonacnoctu MCIT/IH:

YBN.3 Yrpo3a ananuza kpunrorpadp MuecKux airOPUTMOB U UX pealn3aluu;

YBU.4 Yrpo3sa anmapataoro copoca napoiis BIOS;

YBU.6 Yrpo3a BHeApEeHU KOJA UIN JaHHBIX;
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YBU.7 Yrpo3a BO3AEHUCTBHS HA IPOTPAMMBI C BBICOKUMU IIPUBUIIETUSAMU;

YBU.8 Yrpo3a BoccTaHOBIIEHUS ayTEHTU(DUKALMOHHON HH(pOpMaLINHY;

YBU.9 Yrposa BoccTaHoBIIeHHS Tpeablaylien ya3sumoil Bepcuu BIOS;

VYBU.12 VYrpo3za naecTpyKTUBHOI'O U3MEHEHUS KOH(UTrypauuu/cpenbl
OKPY>KEHUS TPOTPaMM;

YBU.13 Vrpo3a [OeCTpyKTUBHOI'O MCIOJb30BAHUS JIEKJIAPUPOBAHHOTO
¢yukunonana BIOS;

YBbU.14 VYrpo3za IINATENBHOTO YAEPKaHUS BBIYUCIUTEIBHBIX PECYPCOB
N0JIb30BATEISIMH;

YBU.15 Vrpo3a nmoctyma Kk 3amuiiaeMbiM (aiijaM ¢ HCMIOJb30BaHUEM
00XOHOT0 MYyTH;

YBU.16 Yrpo3a nocryna K JlokanbHbIM (paitnam cepsepa npu nomoiu URL;

YBU.17 Yrpo3sa noctyna/mepexsara/usmenenuss HTTP cookies;

YBU.18 Yrpo3sa 3arpy3ku HEIITATHOW ONEPALIMOHHONW CUCTEMBI;

YBU.19 Yrpo3za 3apaxenuss DNS-kema;

YBU.22 Yrpo3a n30bITOUHOrO BBIJICJICHUS OTIEPAaTUBHON NaMSTH;

YBN.23 Yrpo3a nu3MeHeHUsE KOMIIOHEHTOB CUCTEMBI;

YBUN.26 Yrpoza uckaxenuss XML-cxeMbr;

YBU.27 VYrpo3a uckaxxkeHus BBOAUMOUN U BBIBOJUMON Ha mnepudepuiiHbie
yCTpoiicTBa HH(MOpMALINH;

YBUN.28 Vrpo3a wuCNOJB30BaHUS albTEPHATUBHBIX NyTEW AOCTyNa K
pecypcam;

YBU.30  VYrpo3a wucnonb3oBaHus ~ WHpopManuM  UACHTH(UKAITHH/
ayTeHTUUKAIMY, 33IaHHOM MO0 YMOITYaHHIO;

YBU.31 Vrpo3a wucnoib30BaHUd MEXAHW3MOB aBTOpU3ALUU IS
NOBBIIIECHHS TPUBUIIETH;

YBN.32 Yrpo3sa ncnonp3oBaHus MoaaeabHBIX HGPoBHIX Toanuceit BIOS;

YBU.33 VYrpo3a wucnonp30BaHus ClIa00CTEH KOJUPOBAHUS BXOIHBIX
JAHHBIX;

YBbU.34 VYrpoza wucnonb3oBaHus caaboCcTel MPOTOKOJIOB CETEBOro/
JIOKAJILHOTO 0OMEHa JaHHBIMU;

YBU.36 Yrposa uccienoBanus MEXaHU3MOB PaOOTHI TPOTPAMMBIL;

YBU.37 Yrposa ucciaenoBanus NpuiokKeHUs: 4epe3 oTIETH 00 omuoKax;

YBU.39 VYrpo3a wucuepnaHms 3amaca KIOYEH, HEOOXOJAUMBIX IS
oonoBienusa BIOS;

YbU.41 Yrpo3a MeKCauTOBOrO CKPUNTHHTA;

YbU.42 Yrpo3a MekCauTOBOM MOJJICIIKA 3aPOCa;

YBU.45 Yrpoza napymenus nzomnsuuu cpeasl ucnomnerus BIOS;

YBbU.49 Yrposa HapyleHNs HEIOCTHOCTU JAHHBIX KEIla;

YBU.51 VYrpo3a HEBO3MOXHOCTH BOCCTAaHOBJICHUSI Ce€cCUU pPabOThl Ha
II5BM npu BeIBOAE U3 MPOMEKYTOUYHBIX COCTOSIHUW TUTAHUS,

YBbU.53 VYrpo3a HEBO3MOXHOCTH YHPaBJICHHS MPABAMHU IOJIb30BATEICH
BIOS;

YBU.59 VYrpo3za HEKOHTPOIMPYEMOrO pOCTa YHCIA 3apEe3€pPBUPOBAHHBIX
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BBIYUCIIUTENIBHBIX PECYPCOB;

YBbU.62 VYrpo3a HEKOPPEKTHOTO HCIIOJIb30BAHUSA IPO3PAYHOrO IPOKCH-
cepBepa 3a CUET MIaruHoB Opay3epa;

YBU.63  VYrpo3a  HEKOPPEKTHOTO  HCIOJb30BaHUS  (PyHKIIMOHANA
MIPOTPAMMHOT0 00€CIICUCHHUS;

VYBU.67 VYrpo3a HenpaBOMEpHOrO O3HAKOMJICHUS C 3allUIIaeMOM
uH(popMaLKei;

YBU.68  VYrpo3a  HenmpaBOMEPHOTO/HEKOPPEKTHOTO  HMCIOJIb30BaHMS
uHTepdelica B3aMMOJIEUCTBUS C MPUITIOKEHUEM;

YBU.69 Yrpo3a HenpaBOMEpPHBIX AEUCTBUI B KaHAJaxX CBSI3H;

YBU.71 Vrpo3a HECAaHKIIMOHUPOBAHHOTO BOCCTAHOBJIICHUS YyAAJIEHHOMN
3aluIaeMo HHpOpMaIuu;

YBU.72 VYrpo3a HECaHKIIMOHUPOBAHHOTO BBIKIIOUCHUS WIHM 00x01a
MeXaHu3Ma 3amuTel oT 3anucu B BIOS;

YBU.74 Yrpo3a HeCaHKIIMOHUPOBAHHOI'O JOCTYIA K ayTeHTUPUKAITUOHHOM

uH(pOpMaLINH;

YBN.86 Yrposa HECAHKIIMOHUPOBAHHOTO MU3MEHEHUS
ayTeHTUPUKAMOHHON nH(DOpMaLnH;

YBN.87 Yrpo3sa HECAHKIIMOHUPOBAHHOTO VICIIOJIb30BaHUS

npuBWIeTHpOoBaHHBIX GyHKIMK BIOS;

YBUN.88 VYrpo3a HECAaHKIMOHWPOBAHHOTO KOMUPOBAHMS 3alUIIAEMOM
uHdOpMaIuu;

YBU.89 Yrpo3a HECAHKIITMOHUPOBAHHOTO PEIAKTUPOBAHUS PEECTPA;

YBN.90 VYrposza HECaHKIMOHUPOBAHHOTO CO3JaHUs YYETHOW 3ammucu
[OJIb30BaTENS;

YBN.91 VYrpo3za HECaHKIIMOHMPOBAHHOTO  VyJAJCHUS  3allvIacMOU
uHdOpMaIuu;

YBIN.93 Yrpo3a HECaHKIIMOHUPOBAHHOTO yIIpaBieHus 0ydepom;

YBN.94 VYrpo3a HECAaHKIIMOHUPOBAHHOTO YNPABIECHHUS CHHXPOHU3ALUENH U
COCTOSIHUEM;

YBN.95 Yrpo3a HECAaHKIIMOHUPOBAHHOTO YIIPABJICHUS YKa3aTEIsIMU;

YBU.98 VYrpoza oOHapykeHUS OTKPBITHIX IMMOPTOB W HUIACHTU(DUKAIIHU
MPUBSA3AHHBIX K HEMY CETEBBIX CITYXO;

YBN.99 Yrpo3a oOHapyKEeHUS XOCTOB;

YBU.100 VYrpo3a o00xoma HEKOPPEKTHO HACTPOEHHBIX MEXaHU3MOB
ayTeHTU(UKAIINH,

YBHU.102 Yrpo3a onocpea0OBaHHOIO yIPABJIEHUS IPYNIION IPOTPAMM YEPE3
COBMECTHO HCIOJIb3yEMbIE JJAHHBIE;

YBU.103 Yrpo3sa onpeneneHus TUIOB O0BEKTOB 3aIUTHI;

YBU.104 Yrposa onpeneneHns TOMOJOTUH BEIYUCIUTEILHON CETH;

YBU.107 Yrpo3a oTKII0YEHUS KOHTPOJIbHBIX TaTIYUKOB;

YBU.109 Yrpoza nepebopa Bcex HACTPOEK U MapaMeTPOB MPUIOKEHUS,

YBbU.111 Yrposa nepenaun 1aHHBIX 110 CKPBITHIM KaHAJIAM;

YBbU.113 VYrposa nepesarpy3ku anmapaTHbIX U OPOrPaMMHO-ANIapPATHBIX
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CPEICTB BBIYMCIUTEIBHON TEXHUKH;

YBU.114 Yrpo3a nepenoaHeHus HeJIOYNCICHHBIX IEPEMEHHBIX;

YBU.115 Yrposa nepexBata BBOAMMOI U BBIBOAMMOI Ha nepudepuiiHbie
yCTpoicTBa HH(MOpMALIUY;

YBU.116 Yrpo3a nepexsarta JaHHBIX, IEPEAABAEMBIX IO BHIYUCIUTEIBHON
CeTH;

YBU.117 Yrpo3a nepexsata NpuBUIETUPOBAHHOIO MTOTOKA;

YBU.118 Yrposa nepexpata NpUBUIETUPOBAHHOIO MPOLIECCA;

YBU.121 Yrpo3a noBpexkIeHUS CUCTEMHOTO PEECTPA;

YBN.122 Yrpo3a noBBILIEHNS TPUBUIIETU;

YBU.123 VYrpoza noadopa mapois BIOS;

VYBU.124 Yrpo3a noaaenky 3anucei )xypHana perucTpaluu COObITHI;

YBU.127 Yrpo3a nogMeHsl AeHCTBHS NOJIb30BATENS MyTEM 00OMaHa;

YBU.128 Yrpo3a noaMeHbl JOBEPEHHOTO TOJIb30BATEN;

YBU.129 Yrpo3a nogMeHsl pe3epBHOM KOMUH MPOrPaMMHOTO 0becTiedeHus
BIOS;

YBN.130 Yrpo3a noagMeHbI COAEPKUMOTO CETEBBIX PECYPCOB;

YBU.131 Yrposa noamMeHbl CyOBbEeKTa CEeTEBOIO J0CTYIIA;

YBU.132 VYrposa nonydeHus npeaBapuTebHON nHbopManuu 00 00beKTe
3aIUTHI;

YBU.139 Yrpoza npeonosieHus GuU3NIECKOM 3alUThI;

YBU.140 VYrpo3a mnpuBeAcHHUS CHUCTEMbI B COCTOSIHUE «OTKa3 B
00CTy)KUBaHUWY;

YBU.143 VYrposa nporpaMMHOrO BBIBEICHUS U3 CTPOS CPEACTB XpPaHECHUS,
00paboTku 1 (UiK) BBOAA/BRIBOAA/TIEpEeIaYr HH(POpMAITNH;

YBU.144 Yrposa nporpammuoro copoca napons BIOS;

YBU.145 VYrpo3a mnpomycka HOPOBEPKH LEJIOCTHOCTH MPOTPAMMHOTO
oOecIieueHus;

YBU.149 Vrpos3a c6os 06pabOTKu crHeruaIbHbBIM 00pa3oM H3MEHEHHBIX
¢aiinos;

YBU.152 Yrpo3a ynanenus ayTeHTUPUKAITMOHHOW HHPOPMAIUH;

YBU.153 VYrpo3a ycuiieHuss BO3IAEHUCTBUS HA BBIYUCIUTEIbHBIE PECYPCHI
IIOJIb30BATEIIEH IPU IIOMOIIY CTOPOHHUX CEPBEPOB;

YBN.154 Yrpo3a ycTaHOBKH YSI3BUMBIX BEPCU OOHOBJIEHHUSI TPOrPAMMHOTO
obecneuenus BIOS;

YBU.155 Yrposa yrpaTsl BBIYACIUTEIBHBIX PECYPCOB;

YBU.156 Yrpo3sa yrpaTel HOcHTeNeH nHPOpMAIUN;

VYBU.157 VYrpo3a ¢usznueckoro BbIBEACHUSI U3 CTPOSI CPEIACTB XpaHEHHS,
00paboTku 1 (MiM) BBOJA/BRIBOIa/Iepeau HHGOPMAIUH;

YBU.158 Yrposa popmatupoBaHust HocuTene nHpopMaiuy;

YBU.159 VYrpoza «hopcupoBaHHOTO BeO-Opay3uHTay;

YBU.160 VYrpo3a xwuileHus CpEICTB XpaHEHUsS, OOpabOTKM U (HJIH)
BBOJ1a/BbIBO/Ia/TIepeiaun UH(OpMAIIUK;

YBU.162 VYrpo3za skcrnyatanuu HudpoBo NOANUCH TPOTPAMMHOTO KO/A;
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YBbU.163 Yrpoza repexsara UCKJTIOUCHHUSI/CUTHAIA u3
MPUBUIIETUPOBAHHOTO 0J10Ka (DYHKIUI;

YBbU.167  VYrposa  3apaxeHHMsT  KOMIIBIOTEpAa  NpPU  ITOCELICHUU
HeOIaroHaa&KHEIX CAalTOB;

YBU.168 Yrposa «kpaxxu» y4ETHOM 3aUCH TOCTYIA K CETEBBIM CEpBUCAM,;

YBU.170 Yrpo3a nenpaBomepHoTo muppoBanus HHHOPMALUK;

YBU.171 Yrpo3a CKpbITHOTO BKJIFOYEHHS BBIYMCIUTEIBHOTO YCTPOMCTBA B
cocTaB 00T-CETH;

YBN.172 Yrpo3a pacripoCTpaHEHUS] «IIOYTOBBIX YEPBEW;

YBU.173 Yrposa «cnamay BeO-cepBepa;

YBU.174 Yrpoza «bapMuHTay;

YBU.175 Yrpoza «pummmHray;

YBU.176 VYrpoza HapylieHHs TEXHOJIOTHYECKOTO/TIPOU3BOCTBEHHOIO
npoliecca u3-3a BpEMEHHBIX 3aJIePKEK, BHOCUMBIX CPEACTBOM 3aIllUTHI;

YBU.177 VYrpo3a HENOATBEPKAEHHOTO BBOJIA JAHHBIX ONEPATOPOM B
CUCTEMY, CBSI3aHHYIO C 0€30TIaCHOCTHIO;

YBU.178 Yrpo3za HECaHKIIMOHHUPOBAHHOTO HCTOJIB30BAHUA CUCTEMHBIX M
CETeBBIX YTUJIUT;

YBU.179 VYrpo3a HECaHKIIMOHHUPOBAHHOW MOAUGDUKAIIMN 3alUIIaeMOM

uHdOpMaIuu;

YBU.180 VYrpo3a oTka3za MOJACHUCTEMBI OOECIIEUEHUs] TEMIIEPaTyPHOIO
pexuma;

YBU.181 VYrpo3a nepexBata 0AHOPA30BBIX MApOJIEl B PEKUME peaJIbHOTO
BPEMEHU;

YBU.182 Yrpo3a ¢puzndeckoro yctapeBaHus anmnapaTHbIX KOMIIOHEHTOB;

YBN.183 VYrpo3a nepexsaTta yrnpaBi€HUs aBTOMATU3UPOBAHHOW CUCTEMOM
yIPaBJICHUS! TEXHOJIOTMYECKUMHU MPOLIECCAMM;

YBU.185 VYrpoza HECaHKUIMOHHMPOBAHHOTO M3MEHEHHS IapaMeTpoOB
HACTPOMKHU CPECTB 3aIIUTHI HHPOPMAIUY;

YBN.186 Yrpo3a BHEIpEHHS BPEIOHOCHOTO KOJAA Yepe3 PEKIAMYy, CEPBUCHI
Y KOHTEHT;

YBU.187 VYrpo3a HECAHKIIMOHUPOBAHHOTO BO3JCHCTBUS HA CPEICTBO
3amuThl HHpOpMany;

YBU.189 VYrposa mackupoBaHusi 1€MCTBUI BPEJOHOCHOTO KOJa;

YBU.190 VYrpo3a BHeIpeHHsT BpPEAOHOCHOTO KOJa 3a CYET ITOCEHICHUS
3apaKCHHBIX CaluTOB B ceTu VHTEpHET;

YBU.191 Vrpo3za BHeapeHuss BpEeAOHOCHOTO KojJa B JUCTPUOYTHUB
MPOTPAMMHOT0 00€CIICUCHHUS;

YbU.192 VYrpo3a wnCnonp30BaHUs YSI3BUMBIX BEPCHM NPOTPAMMHOIO
oOecIieueHus;

YBU.193 VYrposa yreuku nuHPpOpMaILIMH 32 CYET MPUMEHEHUS BPEIOHOCHBIM
MPOTPaMMHBIM 00€CTIeYEeHUEM aNTOPUTMOB KU poBaHus Tpaduka;

YBU.197 VYrpo3a xumieHuss ayTeHTU(PUKAIMOHHOW HHPOpPMALUM U3
BpPEMEHHBIX (aiiyioB COOKie;



16

YBU.198 VYrpo3a CKpBITHOM pETrHCTpALMUA BPEJOHOCHOW NPOTrpaMMHOMN
YYETHBIX 3aIIUCeN aIMUHUCTPATOPOB;

YBU.201 Yrpo3a yTeuku Nmojab30BATEIbCKUX JAHHBIX MPU UCIOIb30BAHUU
(GyHKIMI aBTOMATUYECKOTO 3aMOJIHEHUs ayTeHTU(PUKAIMOHHOW MH(POpMAIUU B
Opay3sepe;

YBU.203 VYrpo3a yreuku HHPOpMalLMK C HE MOJKIIOUYEHHBIX K CETH
HNHTEpHET KOMIIBIOTEPOB;

YBbN.204 VYrpo3a HECAaHKIIMOHMPOBAHHOI'O MW3MEHEHHUS BpPEIOHOCHOMN
nporpaMMol  3HAYEHUW  MapaMeTpoB  MPOTPAMMUPYEMBIX  JIOTHYECKHX
KOHTPOJIJIEPOB;

YBU.205 VYrpos3a HapymieHuss paOOThl KOMIIbIOTEpa W OJOKHPOBAHUS
JOCTyNa K €ro JaHHBIM H3-3a HEKOPPEKTHOW pabOThl YCTAaHOBJICHHBIX Ha HEM
CPE/ICTB 3allUTHI.

4.2. Yrpo3amu 0€30MacHOCTH MEPCOHATBHBIX JaHHBIX MPHU UX 00paboTKe C
ucnoJsibzoBanneM CK3U sBistoTcs:

4.2.1. co3nganme crnoco0oOB, NOATOTOBKA U TMpPOBEJACHUWE aTak 0Oe3
IPUBJICUCHUS CIICIMATIUCTOB B 001acTu pa3padboTku u ananuza CK3U;

4.2.2. co3nanue croco0oB, MOJATOTOBKA M MPOBEJICHUE aTaK Ha Pa3IUYHBIX
sranmax JkusHeHHoro Iumkia CK3UM. K »stanam xuswenHoro nukia CK3U
OTHOCATCS: pa3paboTka (MoAepHM3alNs) YKa3aHHBIX CPEJICTB, UX MPOU3BOJICTBO,
XpaHeHUue, TPAaHCIIOPTUPOBKA, BBOJ] B AKCILTyaTalUIO (TyCKOHAIaJOYHbIE pPabOThI),
AKCIUTyaTalus;

4.2.3. mpoBeleHUE aTakh, HAXOJsACh BHE MPOCTPAHCTBA, B Tpenesiax
KOTOPOT'0 OCYIIECTBIISIETCS KOHTPOJIb 32 MPEeObIBAHUEM U JICHCTBUSIMU JIUIL U (MJIN )
TPAHCIIOPTHBIX CPEACTB (Hajee - KOHTpoJupyemas 30Ha). ['paHureit
KOHTPOJIUPYEMON 30HBI MOXXET OBbITh: MEPUMETP OXpaHSIEMOH TEPPUTOPUU
OpraHu3alluy, Orpa)KJAalolINe KOHCTPYKLIHUH OXPAaHSEMOrO 3JaHUs, OXPaAHIEMOMU
YacTH 3[aHUsI, BBIJEJICHHOTO TOMEILICHUS;

4.2.4. nmpoBesieHHE Ha ATanax pa3padoTKu (MOACPHU3AIINH), TTPOU3BOJICTBA,
xpaHenusi, TpancnoptupoBku CK3W u stane BBoma B 3kcrutyatanuto CK3U
(myckoHanagouHble PabOThI) CIEAYIOMMX ATAK:

BHECEHHE HECaHKIMOHUPOBaHHbIX wu3MeHeHudd B CK3M u (unu) B
KOMIIOHEHTHI anmnapaTHbIX U MPOTPAMMHBIX CpPEICTB, COBMECTHO C KOTOPBIMH
mratHO (yHKuoHupyroT CK3U, B COBOKYMHOCTH NPEACTABISIONINE CPEIy
¢yakmmonnpoBanusi CK3U, koTopple CMOCOOHBI MOBIHATH HAa BBHITIOJHCHHE
npenabsBasieMbix kK CK3U T1peboBaHmii, B TOM 4YHCIE€ C HCIOIb30BAHUEM
BpPEJIOHOCHBIX MPOTrpamM;

4.2.5. mpoBeneHue aTak Ha dtame skcrmyatanun CK3U Ha:

NEPCOHAJIbHBIC IAHHBIE;

KIJIFOYEBYIO, ayTEHTUPUIIUPYIOLTYIO U TapoiabHyto uHpopmauio CK3U;

nporpammubie kommmoHeHTbl CK3U;

anmnapatHble KoMnoHeHTbl CK3U;

nporpaMMHble KOMMOHEHTbl C®, BKjO4Yas MpOrpaMMHOE oOOecreyeHHe

BIOS;
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anmnapaTHble KoMoHeHTbl CD;

JaHHBIE, MIEpe/laBacMble IO KaHallaM CBSI3H;

4.2.6. moslydyeHHWE M3 HAXOMASIIMXCSI B CBOOOJHOM JOCTYIE€ HMCTOYHUKOB
(BKJIFOYAst UHPOPMALIMOHHO-TEIEKOMMYHUKAIIMOHHBIE CETH, TOCTYIN K KOTOPHIM HE
OTpaHUYEH OMpeAeNeHHbIM KpYroM JHUI, B TOM uucie HHPOPMAIMOHHO-
TEJIEKOMMYHHUKALMOHHYIO0 ceTh «MHTepHeT») uHpopmauuu o6 UC, B koropoii
ucnons3zyerca CK3U. [Ipu 3ToM MOKET ObITH MTOJTy4YeHa caeaytoumas HHpOopMarus:

obmue ceaenus 06 MC, B xotopoit ucnons3yercs CK3U (ma3zHaueHue,
COCTaB, ONepaTop, 00BEKTHI, B KOTOPHIX pazMelieHbl pecypcebl C);

cBelleHus 00 MH(OPMAIIMOHHBIX TeXHOJOTuAX, 0azax nanubix, AC, IO,
ucnosibdyembix B HNC coBmectHo ¢ CK3U, 3a WuCKIOUYEHHEM CBEICHUM,
COJIep KalIUXCs TOJIBKO B KOHCTPYKTOPCKOM JOKYMEHTAllMU Ha HHPOPMAIIMOHHbBIE
TexHojoruu, 6assl qanueix, AC, I10, ucnons3yemoie B UC coBmectHo ¢ CK3U;

coliep’KaHue Haxojsuencs B CBOOOJHOM JOCTYINE JOKYMEHTAllUM Ha
anmnapatHble ¥ nporpaMmmHubie KomnoHeHThl CK3U u CO;

oOlre cBeAieHus O 3auiuiaeMoi HHPOopMaIINK, UCTIOIb3YEMOMN B IIpoliecce
skcrutyaranuu CK3U;

CBEJICHUS O KaHajaX CBA3H, MO KOTOpbIM mepenarotcs 3amumiaembie CK3U1
NepCOHANIbHBIC JaHHbIE (Jajee - KaHall CBsI3H);

4.2.7. TUpUMEHEHHE HAXOJAIIUXCSI B CBOOOJHOM JIOCTyNE WJIHU
UCIIONIb3YyEMBIX 3a IMpenenamu KoHTponupyemod 30Hbl AC u I1O, Bkmrouas
arnmnapaTtHbie U nporpamMmmubie kKomMnoHeHTsl CK3U u C®;

4.2.8. monydyeHue B paMKaxX MPEIOCTABICHHBIX MOJHOMOYMI, a TakXke B
pe3yibpTaTe HaOII0IEHUH clieyrolei nHPpOopMaInu:

CBEJICHUM O PU3MYECKUX MEpax 3allUThl 00BEKTOB, B KOTOPBIX Pa3MEIICHBI
pecypcel UC;

CBEJICHUM O Mepax Mo 00EeCIeYeHUI0 KOHTPOJIUPYEMOH 30HbI OOBEKTOB, B
KOTOPBIX pa3MeleHsl pecypesl UC;

CBEJICHUI O Mepax IO pa3rpaHUUYCHUIO JOCTyIa B MOMEUIEHHUS, B KOTOPBIX
HaxoxasaTcst CBT, Ha koTopsix peanuzoBanbl CK3U u CO;

4.2.9. wucnonb30BaHWE IITATHBIX CPEJCTB, OrPaHWYCHHOE MepaMmy,
peanuzoBanHbiMu B MIC, B koTopoil ucnons3yercs CK3U, u HanpaBieHHBIMH Ha
IIPEAOTBPALLEHUE U IPECEUEHUE HECAHKIIMOHUPOBAHHBIX I€MCTBUN.



